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Physical security refers to the
protection of assets from physical
actions and events that could cause
serious damage or loss to your
business. 

This could include protection from fire,
flood, and other natural disasters, as
well as intentional threats such as theft
and vandalism. 

A holistic physical security system can
include elements such as electronic
surveillance surveillance and security
alarms, physical barriers such as
reinforced doors or barbed wire, and
highly trained security guards. 

Facilities requiring physical security
often utilize multiple layers of security,
with security analysts, security
designers, and/or architects choosing
which security elements are
appropriate. 

While most organizations can benefit
from implementing physical security
measures, some are at greater risk than
others. Banks, warehouses, retail stores,
healthcare facilities, and critical
infrastructure such as power plants and
water treatment facilities are all
attractive targets for bad actors. In
some geographies, many of these
same kinds of institutions also require
further protection from environmental
threats.

 

WHAT IS
PHYSICAL
SECURITY?
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Denial is the act of preventing a threat from gaining access to an area or facility. This can be
accomplished with physical barriers such as gates, fences, biometric scanners, security guards, or
staffed entrances.
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Deterrence is a proactive approach that discourages potential threats from targeting a property
or its assets.

While surveillance systems and access control can deter potential threats, having a visible
security presence sends a clear message: this facility is protected and under watch. 

Detection involves identifying and responding to security threats promptly. Detecting threats
early enables security teams to mitigate risk. 

Motion sensors and intrusion alarms are one aspect of detection. More importantly, having a
regular security patrol allows for real-time surveillance and immediate response. Security guards
are also able to fill in any gaps in your security system’s visibility since they can patrol areas that
would otherwise be out of a surveillance system’s field of view.

Delay tactics slow down or prevent the progress of potential threats. 

Physical barriers such as fences, gates, and reinforced doors are several methods that supportthe
“delay” principle, giving critical time to apprehend criminal activity or avoid severe environmental
threats. Adding ID checks, bag inspections, and visitor screening processes add an additional
layer of security. 
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THE 5 D’S
OF PHYSICAL
SECURITY

To most accurately grasp the concept
of physical security, you must first
understand that physical security is
more than just "guards and gates”. A
successful physical security plan
accounts for perimeter protection,
access control, and safety awareness. 

Generally speaking, there are five
elements of physical security. These
five elements are often shortened to
the 5 Ds: Deter, Detect, Deny, Delay,
and Defend.
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Defense may include following an emergency response plan, such as initiating lockdown
procedures, triggering a mechanism to alert law enforcement or fire teams, or conducting
emergency evacuations. 

This final layer of security requires your security team to take decisive action, alerting law
enforcement or emergency services about a threat. This stage is where a trained security guard
can make all the difference.

Guards must be trained to write security logs, thoroughly document any incidents or security
threats, and maintain an accurate timeline of events. They may also be called to court to provide
witness testimony about a crime. 



COMMON PHYSICAL
SECURITY THREATS

Common physical security threats to an organization include unauthorized entry, vandalism, theft and
burglary, and violence. Additionally, there are environmental threats to consider. Disasters such as wildfires,
flooding, and hurricanes may cause damage to infrastructure, disrupt supply chains, or cause employee
injuries or fatalities. It is not uncommon for these threats to occur in tandem. An organization may suddenly
find themselves faced with multiple security threats. 

Natural disasters such as hurricanes or winter storms can disrupt the power grid, communication networks,
or both. This can lead to crimes of opportunity, as bad actors may seize upon the chance to strike when
security systems such as alarms and CCTV networks are offline. 

The Cybersecurity and Infrastructure Security Agency lists 16 sectors as critical infrastructure sectors. These
critical infrastructure sectors include sectors such as the energy sector, emergency services sector, healthcare
and public health sector, and the critical manufacturing sector.

Ultimately, businesses and properties of all sizes are vulnerable to security threats. These threats may include:

UNAUTHORIZED ENTRY

Unauthorized entry can be as simple as
tailgating. In security terms, tailgating is when
an authorized person accesses an area by
following, or tailgating, someone who is
authorized to enter. Employee A enters an
area but forgets to close the door behind
them, permitting unauthorized access to
others.

Aside from tailgating, unauthorized entry can
also occur when an employee’s keycard is lost
or stolen. While keycards can be deactivated,
this action requires the employee to notice
that their keycard is missing, as well as inform
their employer about their lost or stolen card.
During this time, restricted areas which
require physical security protection become
vulnerable to intruders.

Finally, unauthorized entry may be intentional.
A disgruntled employee may intentionally
leave a secure area unlocked, allowing them
to return later and commit theft or vandalism.

VANDALISM

Vandalism is the deliberate act of damaging
property. Acts of vandalism can include
breaking windows, graffiti, arson, or
scratching paint with keys or other tools 

Aside from monetary damage, acts of
vandalism such as graffiti, arson, and broken
windows are visible indicators that a business
or property may not be safe, impacting the
sense of security a customer or client may
have. 

Common targets of vandalism are ATMs,
public transportation shelters, self-service
kiosks, access systems, control rooms, and
industrial areas.

HTTPS://WWW.CISA.GOV/TOPICS/CRITICAL-INFRASTRUCTURE-
SECURITY-AND-RESILIENCE/CRITICAL-INFRASTRUCTURE-SECTORS
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CONTINUED

THEFT AND BURGLARY
Commercial property theft and burglary are
an ongoing issue for all types of modern
commerce. Railroads and construction sites
may fall prey to theft of metals, such as
copper and aluminum. These thefts can lead
to additional losses and present risk to both
lives and property when wiring, pipes, or
other metal fixtures are removed from the
site, and the surrounding infrastructure is
damaged.

Some commercial burglaries are the result of
repeat offenders, who become intimately
familiar with the layout of the property and
the potential vulnerabilities of security
systems on-site. 

Employee theft can also be a significant
threat to security, especially if employees
have access to merchandise, inventory, or
finances.

VIOLENCE
While acts of violence can happen
anywhere at any time, certain
institutions and individuals are likelier
than others to be targeted. In recent
years, threats and violence towards
healthcare workers have risen. Nurses
typically receive the brunt of these
threats, but surgeons, physicians, and
other healthcare workers are also
frequent targets of patient violence. In
general, healthcare workers are five
times more likely to experience
workplace violence than employees in
other industries. Other institutions at
risk include banks, jewelry stores, and
nightclubs, due to their high foot
traffic and potential for cash and
valuables to be on-site.
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Security technology, such as surveillance and access
control systems, is only one piece of the security
puzzle. Unfortunately, technology can fail, become
outdated, or be circumvented by bad actors. That's
where the other puzzle piece, security guards, fits in.
Security guards can work alongside your existing
technology, acting as an additional tool to monitor
threats. Properly trained security personnel can also
ensure that your systems remain up-to-date.

PHYSICAL
SECURITY
CHALLENGES

Budget shortages often result in an organization
slashing its security budget. Cutting a security
budget to save money may initially sound like a
good idea, but it can also lead to long-term
problems. Unfortunately, security guard services
are often among the first to be reduced. The lack
of surveillance and experienced staff can lead to
security threats.

Staff shortages are often a side effect of budget
shortages. However, absenteeism and high
turnover can also cause staff shortages. Additionally,
training new staff takes dozens of hours per
employee. Smaller companies train each employee
an average of 59 hours.

Complete coverage is the greatest challenge
facing organizations. Some rooms or buildings may
not allow audio or video surveillance.Additionally,
the previously mentioned budget and staff cuts
may mean some areas or sites are left unguarded.
This problem is multiplied further when an
organization has multiple rooms, buildings, or sites
which require monitoring.

Organizations that require physical security
typically face four major challenges, which
prevent optimal physical security.
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The solution to these challenges is to understand what to look for in a physical security provider. 

Ultimately, you want to seek a security services firm that can provide a clear security strategy. Instead of opting
for the most affordable option or the largest firm, organizations should partner with a security firm that is
communicative and takes the time to understand their needs. A physical security firm should be able to
tailor a plan to your unique sites, while providing appropriate coverage. Look for an experienced security team
with proven leadership that can help you deter, detect, delay, and respond to threats with precision.

While security technology such as motion sensors, video cameras, and access control can play a role in securing
a location, they are unable to replace human intuition. A qualified security team is essential to implement
and execute the 5 "Ds" of security. Furthermore, a security strategy tailored to your specific organization and
industry ensures security. Organizations looking to secure their properties should seek a physical security
provider with an excellent reputation and a proven track record of providing protection. 

CONCLUSION
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